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Motivation

. Simple HTTP Response Mocking

- "isAdmin": false-> "i1sAdmin":

. Complex Application Manipulation
- When built-in regex rules won’t cut it

true
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Example Use Case: DRM Bypass

GET /api/license?uid=<..>
- base64

_ base64

{
"license": | {
"uid": <..>, "user": ".", "expiration": "..", ..

b
J
"signatures":|  base64
{
"cert": "..",
IICAH . H."ll
"signaturé": baset4d
3 <pkcs7 signature data>
)
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Example Use Case: DRM Bypass

. This protocol is wack

. App requires response in <2s

. Want other calls to go through as normal

. Normally would have to write a custom Burp
plugin

. With this, just need a quick python script!
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Burp HTTP Mock Extension

. Originally by Michal Dardas
. | added dynamic mocking

. Matches requests by regex, either lets
through or transparently redirects to
static/dynamic mock
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e0ce

Burp Intruder Repeater Window Help

Demo!

Burp Suite Community Edition v1.7.35 - Temporary Project

Target | Proxy | Spider | Scanner | Intruder | Repeater TSequencer I Decoder TComparer T Extender IProje(t options T User options | Alerts | HTTP Mock ]

Filter: Showing all items ?
# 4| Host | Method | URL | Params | Edited | Status | Length | MIMEtype | Extension | Title | Comment | ssL
425 htps://github.com GET /LogicalTrust/meltdow... v 200 3398 HTML v a
426 https://github.com GET /LogicalTrust/BurpExif... v 200 3398 HTMI v
427 https://github.com GET /LogicalTrust/BurpSess... v 200 3394 HTML v
428 http: github.com GET /LogicalTrust/materials... v 200 3398 HTML v
429 http: github.com GET /LogicalTrust/drozer/q... v 200 3398 HTML v
430  https:/ /www.google-analytic... POST [r/collect v 200 446 GIF v
431  https://github.com GET /LogicalTrust/BurpPubl... v 200 3398 HTML v
432 htps://github.com CGET /LogicalTr 200 53813 HTMI GitHub - LogicalTrust... v
433 http://detectportal firefox.c.. GET /success.tx| https://github.com/LogicalTrust/BurpHttpMock txt
434 hnps://ava(ars1.g|.(hubuseru. GET /u./403474 Add to scope v
435 https://collector.githubapp.... GET /qithub/p - v
436 https://api.github.com OPTIO... /_private/b| SPider from here v
437 https:/ /www.google-analytic... POST [collect Do an active scan v
,t httns:/ fani aithuh com POST [ nrivateth{ Do a passive scan v |¥
b Send to Intruder B+ 7 i
Send to Repeater E+~+R
Request
m@m Send to Comparer (request)
GET /LogicalTrust/BurpHttpdock HTTP/L.L Send to Comparer (response) N
Hoat: github.com Show response in browser >
User-Agent: Mozilla/5.0 (Macintoah; Intel Mac OS i
Accept: texe/himl,application/xhemlsxml,applicasi Kequestin browser >
Accept-Language: en-US,en;q=0.5 Mock HTTP response
Accept-Encoding: gzip, deflate
Refersr: httpa: //gj.th:lb.cam/l.ogicall‘xuat Mock HTTP respor
Cookie: _ga=Gal.2.704785025.1529875859; _octo=GH1| Engagementtools [Pro version only) >
_gh_s63a=vxv2T1hFEEUSUMHSE LdDbUGGHOEgE3UT svd toNd x| g hi ind NUPIVYS £TURQOX1XQVPOT3 PREVIKEVNZ Rmd DRESQCHPXOUS0 Y
¥hLdwQ0QU tQSTd JUnAd aGpBN1VXcmd SOGRENFPYC X T LunBLym| ONOW New history window IehgRmd 16 HRSHU PHOEJObO £vE0aviHA2 BGPGSTIRY DgxHHYSTia
vdkxKSEVKS PEOZHNST i £Kal emOPdNG 2V0V2 JRaWS RS 1BYTGdh| Add comment hdvlsa3Rocme3dz09--867£05db3TTIdE£15c98c539e£510857
d8ddcf8d7; _gat=l; tz=Europe$2FWarsaw Highligh
connsction: cloas LAl >
upgrade-Inaacure-Regueata: L Delete item
Clear history
Copy URL
Copy as curl command
Copy links
Save item =
i § Proxy history help b
? < + > Type a search term 0 matches
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Demo!

[ JON ) Burp Suite Community Edition v1.7.35 - Temporary Project

Burp Intruder Repeater Window Help

Target | Proxy | Spider | Scanner Tlntruder TRepea(er TSequen(er TDecuder TComparer IEx(ender TProje(t options TUser options | Alerts _mgL]

(] Debug output | Advanced |

Mock rul

Enabl... | Protoc... | Host | Port | File

@ HTTPS  Aduckduckgo\.c.. A443%  Ajac/.*q=burp.”
HTTPS  Aduckduckgo\.c.. A4435  Ajac/.*

HTTP Adetectportal\ fi.. A80% Afsuccess).txt$
HTTPS  Atwitter\.com$ A4438  A/LogicalTrust$

REEE

Delete
[ Paste URL

( Duplicate

Do

ot

https://github.com/LogicalTrust/BurpHttpMock

editor
HTTP/1.1 200 OK [a
Server: GitHub.com
Date: Pri, 06 Jul 2018 14:02:18 GHT
content-Type: text/html; charset=utf-8&
connection: close
Statua: 200 OK
cache-Control: no-cache
Vary: X-PJAX
X-Runtime: 0.278851
Strict-Transport-Security: max-age=31536000; includsSubdomaina;
preload
X-Prame-options: deny
X-Content-Type-optiona: nosniff
Content-Length: 50192
<IDOCTYPE heml>
<html lang="sn">
<head>
<title>MOCK: GitHub - LogicalTruat/BurpHttpHock</title>
<meta name="deacription" content="GitHub is where psople
build software. More than 28 million psople use GitHub to
diacover, fork, and contribute to over 85 million projecta.”s
<link rel="search"
application/opensearchdeacription+xml"
fopensearch.xml" title="GitHub">
floid-icon"
faithub.com/fluidicon.pn titl itHob
<meta prop! ="fb:app_id" 401488693436528">
<meta property="og:image"
ttpa://avatara0.githubusercontent.com/u/304698312a=400
/=<meta property="og:sits_name" content="GitHub"
f=<mata property="og:type" content="objact" /m<meta
property="og:title" content="LogicalTrust/BurpHttpiock" /><meta
property="og:orl"
conten httpa://github.com/LogicalTrust/BurpHttpock” /><meta :
oropertv="oa:deacriotion" content="Contribute to BuroHttoNock
? < > Type a search term 0 matches

| save | [ Discard | (@) Recalculate Content-Length
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Installation

In the BApp Store
- Search “HTTP Mock”
From my GitHub

- Slightly faster updates
- https://github.com/ise-spolansky/BurpHttpMock
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GitHub PortSwigger BApp Store

Questions?

Thank youl!
2019-11-08
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https://github.com/ise-spolansky/BurpHttpMock
https://portswigger.net/bappstore/42680f96fc214513bc5211b3f25fd98b

